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Abstract—The Internet of Things (IoT) is a growing network of
physical objects where the devices are connected to the Internet
through unique addressing schemes and multiple protocols. The
increase of IoT devices in the recent years presents significant
challenges in terms of security, authentication and usability. The
recently introduced Social Internet of Things (SIoT) tries to
address these challenges with the virtualisation of IoT devices
and the use of an infrastructure where people and IoT devices
can communicate with each other, both in the real-world and
virtual-world, through a common platform. In the proposed SIoT
architecture, IoT devices can be operated by virtual reality (VR)
headsets and Twitter, a social media platform. The aim of the
platform is to allow users to seamlessly operate IoT devices, using
their preferred interface: remotely with text messages (i.e. tweets)
and VR headsets or operate the IoT devices directly. This paper
also describes the implementation of a testbed and presents the
performance analysis of the solution, demonstrating its feasibility
and low latency.
Index Terms—Social Internet of Things (SIoT), Virtual Reality,
Network Performance.
I. INTRODUCTION
The advances of the Internet of Things (IoT) in the recent
years have created an ubiquitous computing vision, as every-
day objects are embedded with computing features to create
a socially interactive and smart environment. An IoT network
needs to enable exchange of diverse data types including rich-
media and sensor data and handle a large number of devices,
offering services at high quality levels [1], [2], [3]. These
goals are achieved by innovative solutions, which improve the
performance and quality of IoT services and allow exchange
of rich-media content [4], [5], [6].
The virtualisation of IoT devices allows the fulfilment of
requirements of certain rich-media devices and platforms, such
as virtual reality (VR) devices and social media, integrating
them to the IoT network. In addition, certain IoT devices can
be manipulated remotely in a virtual environment, as some
devices can be complex to operate and do not provide a simple
user experience. IoT devices can be also found in hazardous
areas, such as landslide sensors and devices for water level
monitoring, and VR can simulate these environments while
communicating with the real devices [7].
In the context of IoT device virtualisation, a new paradigm
known as the Social Internet of Things (SIoT) has emerged.
SIoT aims to integrate social networking concepts into IoT
networks, including a structure with guaranteed route navi-
gation. It aims to ensure scalability and effective discovery
Fig. 1. Real-world and virtual-world devices
of connected objects and trust between connected objects and
users that are ‘friends’ within the SIoT platform [8].
SIoT also introduces the ability to share the control of de-
vices, which brings people together, and enables IoT services
to be made accessible to users who do not possess certain
devices. The possibility of manipulating virtual devices using
intuitive controls and interfaces can make it easier for users
to operate and interact with real IoT objects [9].
Social media platforms like Twitter and Facebook have been
engaging millions of users across the globe for years now,
with the number of users increasing every day. Twitter is a
microblogging website with messages restricted to only 280
characters, which makes it a simple and practical interface for
user and smart object interaction [10], [11].
Based on the concepts of SIoT, VR as an enabler for device
manipulation and social media as a popular user interface, this
paper presents a novel social IoT network which integrates the
Twitter platform to allow users to control IoT devices remotely
using text messages, as well as a VR environment that allows
users to manipulate real devices in a 3D scenario [12], [13].
The solution, as illustrated in Fig. 1, maintains all platforms
synchronised (i.e. VR platform, Twitter and real objects),
therefore if a user tweets a command, real devices and the
VR representation will receive the update. Similarly, operating
a device from a VR headset will update the real device, and
generate a tweet with the operation that was executed.
A real testbed was also built, with the Oculus Rift being
used as the VR headset, Twitter as the social media interface,
and a Raspberry Pi representing IoT devices. Testing includes
the analysis of end-to-end delays and response times.
This paper is organised as follows. In section II, related
works are presented and section III details the design and
implementation of the testbed. Section IV presents testing and
results. Section V finalises the paper indicating the conclusions
and future work directions.
II. RELATED WORKS
The VR, social media and IoT-related research works de-
scribed in this paper are divided into two categories: VR and
IoT integration; and social media and IoT integration. These
works inspired the solution presented in this paper which aims
to integrate all three technologies for a seamless operation of
IoT devices.
A. VR and IoT Integration
VR environments combine 3D spaces with a virtual repre-
sentation of a user [14]. VR users are able to interact with
different 3D objects, which are created using a 3D computer
graphics software like Unity [15]. VR applications primary
goal is to create a very immersive experience. Some VR head-
sets contain audio outputs, which might have a surround sound
audio delivery system, like the Oculus Rift [16]. Oculus and
HTC [17] are two of the major VR hardware manufacturers.
Based on the idea of creating innovative ways of controlling
IoT devices, VR seems like a suitable approach due to the
ever-increasing consumer adoption of VR technology.
Authors in [18] proposed the use of VR and Augmented
Reality (AR) with IoT data streams from multiple locations
in order to create a Mixed Reality (MR) environment, where
users can collaborate, interact and navigate. The virtual envi-
ronment displays digital data and the physical space is mapped
for user navigation.
The work presented in [19] presents a cloud-based archi-
tecture where the interactions between real-world and virtual-
world IoT devices are achieved through remote MQTT and
REST low-latency communications. The researchers have
analysed and compared the network performance parameters
with a local-based approach, focusing on the synchronisation
aspects of the implementation.
B. Social Media and IoT Integration
In [20], authors proposed a Web of Things architecture
where the interaction between the humans and machines is
achieved through the use of Twitter. The smart devices are
connected to the Twitter API by smart gateways using the
REST communication protocol. The researchers adopted the
Web Service Business Process Execution Language (WS-
BPEL) for communications. The work, however, focuses more
on surveying users than on hardware interaction.
Fig. 2. High-level architecture
Fig. 3. Raspberry Pi interface
A Facebook-based SIoT network was proposed in [21]. The
solution consists of a smart home environment to demonstrate
the benefits of using social media features in IoT to monitor
and control connected devices in a secure platform, such
as Facebook. The work, however, did not present network
analysis.
Waze [22] is also an example of a social IoT platform.
Waze enables users to update traffic-related information in a
collaborative application. It interconnects cars and users, and
with the provided information, it helps drivers to find the best
routes to get to their destination.
The solutions reviewed in this section provided insights to
the implementation of our approach, such as the virtualisation
of devices for manipulation through social media and VR, and
the metrics that can be analysed for network performance.
None of the reviewed works support both social media and
VR integration to IoT in the same approach, therefore, there
is a need of a research work that analyses the feasibility of
such solution.
III. DESIGN AND IMPLEMENTATION
The high-level solution architecture is illustrated in Fig.
2. Design and implementation details are presented in this
section. The implementation of the testbed allows for testing of
the proposed architecture and solution performance analysis.
The overall solution consists of three components: the Rasp-
berry Pi real-world implementation, the Unity-based virtual-
world environment and the Twitter messaging solution. The
three components are described in detail in this section.
A. Raspberry Pi Real-World Implementation
The real-world IoT device in the testbed is the Raspberry
Pi model 3B+, which has two functionalities: LEDs real-time
control and CPU temperature status posted regularly to the
Twitter timeline.
An application was developed in Python to connect the
Raspberry Pi to the Twitter API’s based on the REST protocol.
Twitter requires the use of Consumer keys, Consumer Secret
Keys, Access Token and Secret Access Token to authenticate
the post actions from the Raspberry Pi. A GUI for login was
created in the Raspberry Pi using python scripts to add extra
security to the network, as seen in Fig. 3. The GUI contains
buttons for controlling the Raspberry Pi locally: to turn on/off
LEDs and temperature monitoring.
Users are required to enter a valid Twitter username and
password to enable the GUI, which will post the live status of
LEDs and CPU temperature to the Twitter timeline, ensuring
that only authorised users can control the device. Users can
be granted access to different functionalities of a device. For
instance, a user might be allowed to visualise temperature
statutes but not to interact with LEDs.
B. Unity-Based Virtual-World Environment
Unity is a cross-development game platform developed
by Unity Technologies, and it supports the Oculus Rift and
HTC Vive VR headsets, providing tools for the creation of
immersive 3D environments. The Oculus Rift was the VR
headset used for testing the virtual environment developed.
The headset was connected to a Dell Alienware computer
which has Unity installed, as well as the Oculus application.
A 3D room was developed in Unity with assets provided
by the platform, as seen in the screen capture from Fig. 4.
The main camera object, directional lights, point lights, cubes
and planes were used in the creation of the 3D scene. The
effect of lights in the scene was achieved through point lights
controlled by the programming logic.
The requests from the Unity application to Twitter were
made using POST URLs, which are available on the Twitter
Developer help center. These requests were implemented in
C# scripts that are executed when users interact with the 3D
objects, using the Oculus Touch controllers.
The requests contain messages with several fields: date,
time, game object name, status of the game object and
Twitter hashtag. For instance, when the virtual light bulb is
switched on or off in the VR environment, a message with
the aforementioned fields is displayed on the Twitter timeline.
The tweet will result on the real LED being turned on or off
in the Raspberry Pi.
Similarly to the Raspberry Pi application, users are required
to login in the VR application, in order for them to have the
right access level, as illustrated in Fig. 5.
The VR application is also updated when users tweet. The
GET URL provided by Twitter is used to retrieve messages
Fig. 4. Virtual environment - light on
Fig. 5. Virtual environment - light off and login form
from the Twitter timeline. Game objects in the VR environ-
ment constantly verify the Twitter timeline and update their
statuses following the actions required by users. For instance,
the tweet “LIGHT ON #[hashtag]” will result on the light
turning on in the VR environment, as well as the LED on the
Raspberry Pi.
C. Twitter Messaging Solution
The Raspberry Pi accesses the Twitter timeline with the
Twython Streamer package [23], which is executed in the
background and keeps polling the user’s tweets generated by
the user on Twitter or on the VR environment.
For instance, the tweet “LIGHT ON #[hashtag]” generated
by an action on the VR environment or typed by the user, is
retrieved by the Twython streamer based on the hashtag. The
Raspberry Pi Python application will, then, change the state
of the LED on the Raspberry Pi using the GPIO commands.
The communications of the Raspberry Pi real-world imple-
mentation with the Unity-based virtual-world environment and
with the Twitter messaging solution, is also illustrated in the
sequence diagram presented in Fig. 6.
Fig. 6. Sequence diagram of the solution
IV. RESULTS AND DISCUSSION
For performance analysis, the application was tested in
terms of tweeting delay (i.e. the time an action executed in
the Raspberry Pi or VR environment took to be tweeted),
and in terms of end-to-end delay, which considered the time
for an action to be tweeted and also updated in all systems
(i.e. Raspberry Pi and VR environment). Wireshark was used
for the measurements, as it is a useful tool for detecting the
packets used in the communication.
The application was executed ten times, and in each time,
the delay was measured. This allowed for an estimate of
minimum, average and maximum delays, for both tweeting
delay and end-to-end delay.
A. Tweeting Delay
The tweeting delay was measured in relation to the time
taken by an action executed in the VR environment or Rasp-
berry Pi to be tweeted with the Twitter REST API. The tweet-
ing delay was also compared against the solution presented
in [19], which used Adafruit IO as a cloud-based server for
registering user actions from a VR-only platform integrated
with IoT. In this paper, Twitter is the “cloud platform”, as the
tweets are main avenue for communication between the IoT
device and the users (on Twitter and on the VR environment).
The plot in Fig. 8 shows that the Twitter REST API
performed better than the Adafruit REST API in the ten
test executions. The minimum, average and maximum delays
observed in the Twitter REST API were 0.351s, 0.442s and
0.768s respectively, while for the Adafruit REST API these
values were 0.439s, 0.826s and 1.353s, respectively. Therefore,
the Twitter REST API has, in average, 53% less delay than
the Adafruit REST API.
The Adafruit MQTT API, however, has a smaller delay in
comparison to the Twitter REST API, with an average delay
Fig. 7. Testbed testing
of 0.044s (i.e. approximately 90% less delay than the Twitter
API). MQTT usually performs better than REST due to the
need of REST creating a new connection for every communi-
cation performed, while MQTT maintains connections alive.
B. End-to-End Delay
The end-to-end delay, which refers to the summed delays of
posting and reading a tweet, was also measured ten times, and
the minimum, average and maximum values were obtained.
The plot presented in Fig. 9 illustrates these values.
This delay includes all combined times from a tweet being
sent by the VR or Raspberry Pi to the action being executed
on the Raspberry Pi or VR. The minimum, average and
maximum delays observed were 0.6816s, 0.8814s and 1.4341s,
respectively.
Fig. 8. Tweeting delay
Fig. 9. End-to-end delay
V. CONCLUSIONS AND FUTURE WORK
This paper presented the design, implementation and anal-
ysis of an integrated SIoT solution with VR and social media
support. The application allows users to interact with IoT
devices (represented by the Raspberry Pi) using VR headsets
and Twitter.
The development of the applications for the Raspberry Pi
and for the virtual environment was described, and these
applications support two-way communications with Twitter,
which is used as the cloud platform for users actions.
Tests indicated that the REST API provided by Twitter
presents less communications delay than a baseline solution,
however, MQTT communications which are not supported by
the Twitter API could decrease the current delay.
The average end-to-end delay for actions in the platform
is approximately 0.88s, which means that, for instance, an
action performed in the VR environment will be tweeted and
executed in the real device in less than one second. This
demonstrates that Twitter is a feasible platform and interface
for operating IoT devices.
Future work includes the addition of other IoT devices to the
testbed, and tests with multiple simultaneous users using VR
and Twitter. A Quality of Experience (QoE) study can also be
conducted in order to assess the user perception of delays and
latency. Support for additional IoT services can be added into
the VR and SIoT platform as well, such as motion detection,
control of appliances and a variety of alarms (e.g. gas, fire,
water). The addition of other social network platforms, such
as Facebook, is also considered for a thorough demonstration
of the architecture, with a rich selection of integrated tools.
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